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About the research study

● Commissioned by the Bundesnetzagentur (German DSC) in 2024

● Interdisciplinary study drawing from political science, sociology, communication studies, psychology, 
computer science, information science, and human computer interaction research

● Scoping Review as a „‘mapping’ [to summarise] a range of evidence in order to convey the breadth 
and depth of a field” (Levac et al., 2010, p. 1)

● Drawing from recent publications, mainly focusing on the German or European context
○ Peer-reviewed research literature
○ Grey literature (pre-prints, reports, etc.)
○ Reports from VLOPs and VLOSEs



ALEXANDER VON HUMBOLDT INSTITUTE FOR INTERNET AND SOCIETY3 

Addressing common assumptions about disinformation

Guiding question:
In what ways does disinformation manifest itself on social platforms, and what impact does it have on 
society and democratic processes?

The study

● provides a broad overview of what we know and what we don’t know about the societal impact of 
systemic risks, especially the role of disinformation for democratic processes.

● refutes many common assumptions.

● highlights required areas of further research.
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Debunking prevalent 
assumptions
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Debunking assumptions:

#1 – “The term ‘disinformation’ is clearly defined.”
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Debunking assumption 1: “The term ‘disinformation’ is clearly defined.”

● The term disinformation has increasingly become part of public discourse in recent years

● Commonly used by researchers, politicians, media producers and distributors – often without a 
shared interpretation of the term (Bleyer-Simon & Reviglio, 2024; Dreyer et al., 2021)

● In public dialogue, often referring to individual posts that contain false or misleading information 
(Kessler, 2023)

● Broad variety of disinformation types aggravate a shared understanding of the term
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Debunking assumption 1: “The term ‘disinformation’ is clearly defined.”

What we know:

● There is no standardised definition of the 
term “disinformation”

● Disinformation refers to demonstrably false 
or misleading information

● Creating and spreading disinformation has 
the potential to cause social harm

What we don’t know:

● Clearly distinguish disinformation from fake 
news, misinformation, conspiracy theory, etc.

● Where does disinformation begin and where 
does it end

What’s next?
More foundational research on disinformation as comprehensive narratives needed 
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Debunking assumptions:

#2 – “Disinformation is the biggest challenge of digital 
media.”
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Debunking assumption 2: “Disinformation is the biggest challenge of digital media.”

“What is new today is the epidemic spread of disinformation on the Internet, the enormous power of 
digital media, but also the variety of attacks on the use of public reason.”

– Federal President Dr Frank-Walter Steinmeier, Berlin, 21 March 2018

● Most polarising factor in the digital space: the constant clash between antagonistic political actors, 
generated by the internet's networked structure (Bail et al., 2018; Bruns, 2019; Rau & Stier, 2019)

● The digital attention economy, including platform design and platform algorithms, are artificially 
fueling these conflicts (Arora et al., 2022)
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Debunking assumption 2: “Disinformation is the biggest challenge of digital media.”

What we know:

● Digital platforms are amplifying conflict by 
design

● This constant digital overrepresentation and 
reinforcement of conflict is undermining 
social cohesion and democracy 

What we don’t know:

● The size of the impact of platform algorithms 
vs. organic factors  

● How to enable alternative information 
distribution logics beyond the attention 
economy 

What’s next?
Exploring interventions to enable different attention distribution logics on digital platforms  
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Debunking assumptions

#3 – “Misinformation erodes trust.”
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Debunking assumption 3: “Desinformation erodes trust.”

● Core Role of Trust: Trust is essential for 
democratic function – connecting citizens to 
institutions, enabling decision-making, reducing 
political costs (Levi & Stoker, 2000; Zmerli, 2023)

● Declining Trust = Instability: Loss of trust 
weakens institutions, increases citizen 
skepticism, hinders compromise & political 
stability (Citrin & Stoker, 2018)

● Trust & Participation: Decreased trust often 
leads to less participation in formal politics (e.g. 
voting), but can increase non-institutionalised 
political action (e.g. protest) (Hooghe & Marien, 
2013)

Development of Trust in Europe:
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Debunking assumption 3: “Desinformation erodes trust.”

What we know:

● Digital platforms are central to political 
communication & opinion formation

● Exposure to disinformation use correlates 
with declining trust in societal institutions

● Platforms enable rapid spread of 
disinformation, eroding trust

● Debunking often has limited reach & can 
backfire

What we don’t know:

● Causal relationship between social media use 
and trust in traditional media 

● Causal relationship between social media use 
and trust in societal institutions

What’s next?
Better access to data from digital platforms, studies with an longitudinal & experimental research 
design
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Debunking assumptions

#4 – “Echo chambers and filter bubbles amplify 
misinformation.”
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Debunking assumption 4: “Echo chambers and filter bubbles amplify desinformation.”

● Users mainly consume information that aligns with their political preferences (Aruguete et al., 2023)

● Studies show that, in practice, users access a variety of information sources

● User preferences are reinforced by recommendation algorithms that prioritise engagement in the 
context of the attention economy (Figà Talamanca & Arfini, 2022)

● Findings suggest that constant encounters with different political actors in the same digital space 
increase social polarisation, rather than fragmentation (Bail et al., 2018; Bruns, 2019; Rau & Stier, 
2019)
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Debunking assumption 4: “Echo chambers and filter bubbles amplify desinformation.”

What we know:

● Politically radical users are often more 
digitally engaged and tend to share content 
that aligns with their own ideas

● Digital media design and algorithms often 
expose users to content that reinforces their 
political views

What we don’t know:

● Actual composition of users' information 
sources

● Strength and effect of recommendation 
algorithms

What’s next?
Data access needed to better understand the amplification effects of algorithms, while taking into 
account the diversity of platforms and algorithms and the high rate of change over time.
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Debunking assumptions

#5 – “AI-generated misinformation has a significant 
impact on public opinion formation.”
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Debunking assumption 5: “AI-generated disinformation has a significant impact on 
public opinion formation.”

● Increasing use of AI-generated content is a common tactic for spreading disinformation (Guess et al., 
2023)

● Potential impact of generative AI on disinformation can be divided into four categories (Xu et al., 
2024):
○ increased quantity
○ improved quality
○ greater personalisation, and
○ 'hallucination', whereby plausible yet false information is generated

● The European Union's AI Act (2024) provides clear requirements and obligations for developers and 
operators of AI systems. This results in a labelling obligation for automated systems.
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Debunking assumption 5: “AI-generated disinformation has a significant impact on 
public opinion formation.”

What we know:

● Volume of AI-generated disinformation is 
increasing

● Quality of deepfakes is increasing, thus 
making them appear more credible

● Use of AI tools for political information is still 
comparatively low, especially among the 
general population

What we don’t know:

● Currently no conclusive empirical proof of 
mass manipulation/significant influence of 
public opinion through generative AI

● Impact of increasingly realistic deepfakes on 
their persuasiveness

What’s next?
Research analysing the growing concern about the impact of disinformation on public opinion 
formation
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Debunking assumptions

#6 – “Younger people are more competent in dealing with 
AI-generated disinformation than older generations.”
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Debunking assumption 6: “Younger people are more competent in dealing with 
AI-generated disinformation than older generations.”

Multiple studies indicate generational differences in the use of and familiarity with AI-generated content 
(Bitton et al., 2024; Hashmi et al., 2024; Sippy et al., 2024):

● Younger users (under 40) are significantly more likely to use chat-based AI tools 

● They also demonstrate greater knowledge of deepfake technologies, due to more frequent exposure 
and stronger digital skills 

→  Overall, digital literacy tends to be higher in younger age groups BUT higher exposure and confidence 
do not guarantee better detection skills – many users overestimate their ability to identify deepfakes 
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Debunking assumption 6: “Younger people are more competent in dealing with 
AI-generated disinformation than older generations.”

What we know:

● Older people, women and those with at least 
a bachelor's degree tend to be more 
concerned about misinformation

● Studies show that many people are unable to 
identify deepfakes as manipulated material

What we don’t know:

● Causality between in the ability to recognise 
deepfakes and contact with deepfakes as 
well as an overall more experienced use of 
digital media

● Extent to which factors such as age, level of 
education and political orientation can 
influence how disinformation is assessed

What next?
Empirical research isolating individual demographic factors
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Debunking assumptions

#7 – “We can train people to detect AI-generated 
disinformation.”
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Debunking assumption 7: “We can train people to detect AI-generated 
disinformation.”

● Studies show that around 40% of participants are unable to identify deepfakes as manipulated 
material, but many overestimated their ability to identify them correctly (Birrer & Just, 2024)

● Overall low recognition rate of deepfakes can be attributed to people's fundamental trust in 
audiovisual content (Hameleers & Marquart, 2023)

● Progressive improvement in the quality of deepfakes poses a significant problem for the human 
detection of deepfakes (Patel et al., 2023)

Using AI to automatically recognise disinformation and create transparency:

● Natural language processing: AI models can analyse texts for linguistic patterns and contradictions, 
statements, and missing references (Tajrian et al., 2023)

● Image and video analysis: AI-supported tools analyse fine details, such as eye movements and lip 
synchronisation, to detect manipulated content (Ghai et al., 2024; Patel et al., 2023)
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Debunking assumption 7: “We can train people to detect AI-generated 
disinformation.”

What we know:

● People overestimate their ability to identify 
AI-generated disinformation like deepfakes

● Technical progress eliminates inauthentic 
facial expressions, unnatural speech rhythms 
and low image quality, which previously 
made deepfakes more easily recognisable

What we don’t know:

● Future progress of technology and its impact 
on AI-generated content

● Future ability of AI’s capabilities to detect 
deepfakes

What next?
Strengthening platforms’ responsibility to identify AI-generated content and labelling it 
accordingly
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Debunking assumptions

#8 – “Disinformation impacts the behaviour of societal 
and political functionaries.”
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Debunking assumption 8: “Disinformation impacts the behaviour of societal and 
political functionaries.”

● Social and political functionaries form the backbone of a functional democratic society through their 
voluntary work (Cheruiyot, 2024)

● They are increasingly becoming the target of politically motivated hostility in both the digital and 
analogue spaces (Seeger et al., 2024)

● Digital platforms provide a space for extremist and violent actors to spread their ideology, mobilise 
and share practical information about carrying out violent acts (HateAid et al. 2025)



ALEXANDER VON HUMBOLDT INSTITUTE FOR INTERNET AND SOCIETY28 

Debunking assumption 8: “Disinformation impacts the behaviour of societal and 
political functionaries.”

What we know:

● Increase in political violence and violent 
extremism, particularly right-wing extremism 
and conspiracy ideology movements

● contains demonstrably false or misleading 
information

● creating and spreading disinformation has 
the potential to cause social harm

What we don’t know:

● Extent of ‘chilling effects’

● Impact of other social factors than digital 
media contributing to extremist violence

What next?
Countermeasures towards chilling effects and support for societal and political functionaries
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Conclusion and outlook
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Summary of the current state of knowledge on disinformation

1. Exposure is a black box

We lack valid, large-scale data on:
● Who is actually exposed to disinformation
● How often, through which channels, and in what contexts

 → Without this, impact assessments remain speculative without proper data access

 2. Causal effects remain unclear

● No conclusive evidence linking disinformation to voting behaviour or policy attitudes
 → Methodological challenges in isolating causal pathways (vs. correlation) without proper data 
access

3. Algorithmic amplification is poorly understood, but what we know is concerning 

● How recommendation systems contribute to disinformation spread is not transparent
 →  Insufficient data access for independent audit of AI-driven content curation
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Pathways to move forward

Enforcement of the DSA for sound analyses of the impact, effect, and role of disinformation for public 
discourse: 

● Empirical evidence must guide regulation (e.g. DSA Art. 34–35 risk assessments)

● Interventions (DSA Art. 35) must aim at changing the structural conditions of attention distribution 
on digital platforms (see overrepresentation of conflict) 

● Existing transparency reports from VLOPs/VLOSEs are insufficient

● Data access (Art. 40 DSA):
○ Provision of meaningful researcher access not just platform-curated data sets

○ Establishment of a standardised, independent and secure research data access framework

→ To build effective regulation and resilience, we need empirically grounded answers — not 
assumptions.
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